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Foreword 

Annex A and Annex B to this Standard are informative annexes. 

This Standard is proposed by and under the jurisdiction of National Information Security 

Standardization Technical Committee. 

Drafting organizations of this Standard: Beijing Siyuan Xinchuang Information Security 

Consulting Co., Ltd., Jiangnan Computing Technology Research Institute Technical 

Service Center. 

Main drafters of this Standard: Chen Guanzhi, Wang Zhiqing, Ji Zengrui, Jing Qianyuan, 

Song Jianping. 



Introduction 

Classified Protection of Information Security refers to classified protection of security for 

information and information system in information security related physical level, network 

level, system level, application level and management level. Management level is 

throughout the other levels to guarantee the implementation of classified protection of 

security in other levels. This Standard proposes classified management of security 

requirement for security protection of information and information system, elaborates 

security management factors and the strengths, performs management requirements in 

five levels on classified protection of information security and is conducive to security 

management implementation, assessment and inspection. Division of classified protection 

of security in GB 17859-1999 is determined based on the relationship between security 

technology and security risk control; division of classified protection of security in Gong 

Tong Zi [2004] No. 66 is determined based on the extent of damage to national security, 

social order, economic development and public interest. The common grounds of them is 

that the higher security level is, the higher incurred safety technical costs and 

administration costs are, thus the greater expected security threats withstood are, the 

stronger established security confidence is, the smaller the risk in use of information 

system is. 

This Standard takes security management elements as the basic components of 

describing security management requirements. Security management factor refers to 

control methods and measures taken in management view in order to meet the security 

requirements of information system classified protection of security. In accordance with 

the division of classified protection of security in GB 17859-1999, different security 

protection classes have different security management requirements, which are reflected 

in increase of management elements and strengthening of management strength. For 

each management element, respectively list different management strengths based on 

particular circumstances, which are divided into a minimum of five classes or not divided. 

In the detailed description, unless otherwise specified, description of high-level 

management strength is generally based on low-grade description. 

Information system refers to the system or network that is composed of computer and 



related and supporting equipments and stores, transmits or processes information based 

on certain application objectives and rules; information refers to digitized information 

stored, transmitted and processed in information system. This Standard involves 

administrators of information system, including State organs, public institutions, industrial 

and mining enterprises, companies, groups and other types and sizes of organizations, 

hereinafter referred to as “organization”. 

Security mechanism that information technically adopts shall be determined based on 

relevant technical standards; this Standard only proposes management requirements that 

ensure implementation of these security mechanisms. Technically closed management is 

an integral part of technical implementation; corresponding security managements are not 

required if information system does not adopt this technology according to specific 

business and security requirements. Technical requirements Technical requirements 

difficult to be separated from management description will be included in management 

requirements, specific implementation of which shall refer to relevant technical standards. 

Confidential management of information system that involves State secrets shall follow 

national management provisions on confidentiality and relevant standards to implement. 

Description on correspondence of information system security management elements and 

the strengths to classified requirements of information system security management is as 

shown in annex A. In order to help readers understand and use security management 

requirements of these information systems from the view of security management concept, 

annex B provides descriptions on information system security management concept. 



Information Security Technology—Information System 

Security Management Requirements 

1 Scope 

This Standard specifies management requirements of security classes required for 

information system security based on the division of security classes required by 

information system security. 

This Standard applies to information system security management based on classified 

requirements. 

2 Normative references 

The articles contained in the following documents have become this document when they 

are quoted herein. For the dated documents so quoted, all subsequent modifications 

(Including all corrections) or revisions made thereafter do not apply to this standard. 

However, the parties that reach an agreement according to this standard are encouraged 

to study whether the latest versions of these documents may be used. For the undated 

documents so quoted, the latest versions (including all modification sheets) apply to this 

document.  

GB 17859-1999 Classified criteria for security protection of computer information system 

GB/T 20271-2006 Information security technology Common security techniques 

requirement for information system 

3 Terms and definitions 

Following terms and definitions defined in GB 17859—1999 apply to this Standard. 

3.1 

Integrity 

It includes data security and system security. Data security represents all the 

characteristics of data, i.e. accuracy and consistency of data remain unchanged 

regardless of any changes of data; system integrity represents the quality that system can 

fulfill the operation purposes under the circumstance of preventing unauthorized users 

from modifying or using resources and prevention authorized users from incorrectly 

modifying or using resources. 



3.2 

Availability 

Security attribute that represents the extent of being accessed or used upon the request 

of authorized entity.  

3.3 

Access control 

Security mechanism that controls access activities between entities based on a specific 

rule and can prevent unauthorized use of resources. 

3.4 

Security audit 

Security mechanism audits security-related event, records necessary information in the 

form of log and properly processes according to the requirements of determined rules. 

3.5 

Authentication information 

Information used to confirm the authenticity of identity information. 

3.6 

Sensitivity 

Characteristics that represent resource value or importance and may also contain the 

vulnerability of these resources.  

3.7 

Risk assessment 

The process of determining information system security risk through comprehensive 

analysis of information system asset value/importance, the threats to information system 

and vulnerability of information system and through scientific identification and 

assessment of information system and the processing, transmission and the 

confidentiality, integrity and availability of information stored., etc. 

3.8 

Security policy 

It mainly refers to course of action, routes, work mode, guiding principles or procedures. 

4 General requirements of information system security management 
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